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[>1 INX71 TY'N NAND NXIIZAN NAIMD DX 110N Y700 XN 91201 N1ann "2 packet 72 1oy
MUTAY N NWAN 0'01D NANDYT ANT MIENAN NAND DX — NYIN 0'01D 7w IP- NAIND DY [NIK DIIwN
NNT TY'N NQIND DR TIva Threat Intelligence NNIENA TV'N NAIMD DX 2127 W' DRX' NMIYNA
D7YNNT7 YTI' 1220 1D [M¥XR IPNN NAMD DX 2177 W' D011 NMIY{PNA NAITA YN 0'01D NAIMDY
-10.0.0.0 niaim>nn ,(192.168.0.0/16-1 172.16.0.0/12 ,10.0.0.0/8) ®nim1s ninwn v IP niaimon
.(169.254.0.0/16) "'aPIPA miam>oni 127.0.0.1

Threat Intelligence nNipn 3

IMRYNY NN'Y 72 11avi ,0'a'n Threat Intelligence 'nin'y 0110VI'RN MW WONYT 'MWITI AT Q7w
790N NN'WUNI NT'NA ,API-Q Win'y NIVYARD OX NIXT .NIDN [DINA WID'N 12 Y¥A7 [N DX 21727 MY
JNipn 12-2 wim'y nwiy n2ann *723 .wI9'n NRYIN 7@ HTML-N 9T 7@ 'MNIDN NN NIYXAR] DRI,
DNIX D'NN'YN DX VIOX DT W0 .NIITT IP NAIND 7W NNI'n MK NN NIN02 1MYn7 'WONNY 1T
IMNTAN T¥'DI1 YXANNA 12T TY'D 10X 'MIDN WID'NT? wnwn' Y TNN 72 112YI1,0'YNYD 'MNKYN

2
NI NdWINN 1P namd v wionn nxxm% n NI , NN ARXIN NN Y50 1Y

NIN'YA ANIT NPT IP-0 NAIMD DX 771 790 nww%son INIX API-2 wnnwa — AbuselPDB .

[2X IP-N N2AIMD N2 1T K'N NN ARXIN n'm M 30-2 N Anern 7y o'wnnwn My
False -n ym'=n7 *1 0% x71) 20% ni "( v Confidence of Abuse-n W1 wI9'Na N71Y
.(Positives

198.54.117.200 was found in our database!

This IP was reported 109 times. Confidence of Abuse is 38%:

ISP Namecheap Inc.

Usage Type Data Center/MWeb Hosting/Transit
Domain Name namecheap.com

Country EE United States

City Atlanta, Georgia
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-0 DR 7712 Y720 NN 7900 INIR API-2 wnnwa— AlienVault Open Threat Exchange (OTX) .2

.0-n 2172 npT2IN IP-N NN 7w Threat Score

iPva: 198.54.117.200

-
GENERAL DETAILS M 62 500
PULSES THREAT FINDINGS PASSIVE DNS
Basic Information Threat Summary
IP ADDRESS: 198.54.117.200 THREAT SCORE: 2 {outof?)
LOCATION: Los Angeles, United States B OBSERVED ACTIVITY Spamming
ASN/OWNER: AS22612 Namecheap, Inc. Previousty Malicious
FIRST SEEN: Jan._ 21, 2018, %45 PM
wmasesa  EXt@rnal Sources
GOOGLE SAFE BROWSING: + Mot identified as malicious

O Whois gl VirusTotal

YAl NIN9Y? 7y VIT NN'WY DR 2712 "700 .DN'WN 7900 ml@-n wnnvia — Hybrid Analysis  .a
71210 IP-n NaInd Dy awy malicious-2 1'*Tan XIN INIX TNX

NP0 IP-N NAMD OXN PTIA 790 .NN'WN 7901 ININAPI-Q wnnwi— IBM X-Force Exchange .1

.Botnet Command and Control ? r i Bots ,Malware-7 niwpn NN nyIT

seglll ExportassTiX2 M SuggestEdit
%Force P Report - - m

198.54.117.20

@ This report does not contain tags. Add tags via the comment box.

(¥ Jinll ]

Details WHOIS Record
Categorization = Anonymization Services (43%) Created Nov 13, 2015

» Malware (43%) Updated Nov 13, 2015

= Botnet Command and Control Server (43%) Registrant Organization Namecheap, Inc.

o [ Registrant Country or Region United States

Email abuse@namecheaphosting.com

Application Mo known application
Location United States
ASN = AS22612: NAMECHEAP-NET - Namecheap, Inc., US
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:NAIND NXYNIN N7TAIN IP-0 NAIND 7w WI9NN NRYIN 7¢ HTML-n 9T DX NN — MalcOde .0

http://malcOde.com/database/index.php?search=<IP>

AP-0 M2IMD DY WpENRN TRR 1T YAl NINSY wi9'Na A1V DX 2TIA *70

1 T

Search MalcOdi 92.162.244.38 Submit Query

Date Domain CC ASN  Autonomous System Name Click Md5 for VirusTotal Report

20150204 | stablinost.ug/t exe | 192.162.244.38 | RU | 16262 DATACHEAP-LLC-AS. RU | Db89c30fo1cD71bi78be164a8Tica0ef

NPT210 IP-0 NN DN 2T 7290 .NN'WN 7900 INIK BRI 'wnnwi — Open Threat Intelligence .1

1T NIP'We? niwpd 0aNRxn 0 90-2 nNX Dy NINS? nNiT

790N XIN .Ransom 2101 D2Y2a19 0'7'vonn C&C MY NN A1V NT NIN'W — Ransomware Tracker .1
IP-N NAIND DR 7T "0 .N7RD N 74P NIIMD 7w 0TV Nn'wn 7'o1nn VoRL Yl
T NN'YWN2 NRYM

DIYNN DMWY 2w 1P NIund(7@ TV ANty 2000 VORV YAIR 90N NT NIN'W — REScure .N
T Nn'wNa NN IP-0 NAIND DR 2T "0 N1 Ni7yoa

AYPNAN YAIR 7V N2 VIT DORN 2T "220 . DN'WR Poon INIX APl-a wnnwa — ThreatMiner .0
JIND'7 NNX 0N'I-'0IXR NIN 'Y T NNITAYW NP TN IP-0 NAINd Dy

DIYNN DMWY 7Y 1P NIAUND 7W N1OTY An'wA 700 VoRV YaIR 7901 NT NIN'W — URLhaus .
T NN'wN NRXYM IP-0 NAIMD DR 7T 700 N1 NIyl

"'y NI AWIT' IP-0 NQIND DX 772 220 .DN'WN 7900 INIX API-2 wnnwa — VirusTotal X!

.0N'I-'VIX NIN YW NIMNX' 5 NINdY
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5 engines detected this URL

URL http://198.54.117.200/
Host 198.54.117.200

Last analysis 2019-03-29 14:44:11 UTC
Community score -89
Detection Details Community o
BitDefender A\ Fhishing Forcepoint ThreatSeeker )} Malicious
Quttera A Malicious Sophos AV A Malicious
Trustwave A Maticious ADMINUSLabs & Clean

DTPNNN IX'MNON OI0N NX D'7'vonn 071vn an1a C&C MW NN A1y NT NN'Y — ZeuS Tracker .2t

:NAIND2 NXXNIN NPTAN IP-0 NN 7w wi19Nn NXRXYIN 7w HTML-n 9T NX NN .ZeuS
https://zeustracker.abuse.ch/monitor.php?search=<IP>‘ @9

Blcgc mwt norw pr nmm.?’é"ms-nn NIX¥IN 9T DITX CC [IN'0

- avast-mail-securitv.download E  asoo612
BB - -rmod.com E  asooe1z
- felceconserve.com 198.54.1 E  asoo612
- kudrnwosas.faith C)_’QELE-LLL?.EUU 4 & asoo612
- lzediamike.trade A193.54.117.200 4 5 AS22612
- tekadrian.pro 1958.54.117.200 4 5 AS22612
- teksoft.pro 1958.54.117.200 4 5 AS22612
- xbsezlmaha.loan 198.54.117.200 4 E  asoo612

0'2IN1 0'011 17TV IP-n NIAIND Ny 4

ITY ONX7 NPTAIN [P-N NAIMD NX 011N 0'012 MIY *720 [P NIAIMD [NIX 7W NATIN N7 T2 Y17 Nin-7y
XIN DIMIN 0'01 75 1w (o0 L BlsqaLite XIn wIN'y NIWY? AN 12 DAIMIN 002 WIN .NIWRAY? NPT
W 29 AN wAIT XY wIm'wn 7y 77nn 02T, 1271 TR Yaup

DY D1ININ 0'01 YAl D7 executable-n yalp T¥7 DXN 7T KIN 750 N7yo5n Nya
IPAddress Dwa TNX NTW Nal IPHistory Dwa n'220 12 X1 ,NT) TR X1 KINL,K71 N TN LIPHistory.sglite

.(IP mam> 1y wamn “xn'opnn 7Tan) otin 15 9w 9112 7pa1 ntnnn aion
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DXN SQL NN7'KW NIYXNNA 77T *720 Threat Intelligence-n NNIZN2 'NW75 IP N2IMD N1 1197
7V Anim "0 L2 NTNA .NPTA 12D NAIMDN OXN 17D ,01INN 0'011YW 17102 NINYNA 12 NAIMdN
[N .0 TN 27w7 N1y DR NRYESQL NN'RY NIYYARD 17207 NNIX 9'0In 220 K71 TN .ANp'Ta

195 '%DB Browser for SQLite N12INN NIV¥NANA 790 ™"V NNWAI 17TAW [P-N NIAIM2A1 17200 DINA NI9YY
|

.NINN2 NIXT7 |NY

File Edit View Help

& NewDatsbase | Open Database te Changes L Revert Changes
Datsbase Structure | BrowseData | EditPragmas | ExecuteSQL

Table: ||| PHistory ~| 8] [& Mew Record | |Delete Record
IPAddress #
Filter
132.72.226.100
132.72.224.165
132.72.140.46
132.72.140.45

1

2

3

4

5 104.31.75.222
6 132.72.225.236
7 132.72.226.20
8 13.57.48.181

9 35.161.86.65
10 132.72.224.178
11 132.72.225.60
12 132.72.226.166
13 104.27.129.190
14 0.0.0.0

15 104.17.83.18
16 1114

17 132.72.227.139

1 Q 2

M| |4 1-180f130 || M Goto i

N1ANN 701 WIN'YI YNNunn punn 5
TINYN] N¥7n NTAY WWRD IfAdministrator NRWIN NNN N1aNN 20 IR 7'WON7 W' D UITR  NWRD
220 X P'ovn? X7W NIN-7Y NNTE,wnnunin "'y QUIY YIN'Y N2 Y¥aNn X7 YUK i "nnnn axn™
17 AWONTI ,01NVI'RN NYID NYW'7A AT MIYPN N'R IYXANNY 178 11D NIM'0'A7 NIDY NN wIs'na
MIYpN "on 2y 019N7" A"WOR'Y 12T ,nTAYA D'7VI9N NIDINI 0'¥AR DNYPZNN [N'N NIAMD] TpnnnY
..NET Framework n2'20n 7 N'10TYN N01'AN X N7V90N D0 ['PNn7 W' 90111 .[VAID Yy¥ann

NYIN '0'01D NN'WIA 1017 DX 12 MIYPNN NRY NYWIN 0'01D NIX 1INAY7 v *700 N7yona
MXIN 7¢ N7R N ORIV DY 'OV 1Y'OI' X7 ,90111 .7'Y9 NWN 112N 0N W'Y DR 7 1vor
I7'N2 7IN27 W pn NRY WiIFi IX Ethernet 2100 WA 100D 71 1V'91' NI7D ,'1D1 Loopback ,n'x17RI0N
D'2'ATN NNIPNAN 72 ,7Thn 11N .01 TR NINSYI,N10N [Nt wnnw' Y220 Threat Intelligence nNipn
210N VI DX 7'NNN%? 71 Start-n M9 7V YIN%7 W nINTann DI'0 INX7 .NN2IY N7X2) DYInion

NNAIY NNpNAI0IN N7NNN TVIN 12ND" NIRXINN ||'7n1
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&L Malware Network Activity Detector = B

Configuration

Select a network adapter: W

Select threat intelligince sources: AbuselPDE AlienVault OTX Hybrid Analysis |IBM ¥-Force Exchange MalcOde
Open Threat Inteligence Ransomware Tracker REScure Threat Miner URLhaus
Virus Total ZeuS Tracker

Status

Start

Active threads: 0

12-7V 2IMD 0'2v19n Threads-n 1901 .wTN Thread Niy¥nRa 712N N 127 NWATIW N2INd ‘D
am>' Thread-n IM71Y9 DI'OQ .|AT NTIZ NNINRA N7 T2 HRXNIWY NIAIMNDN 1901 INXK 2yn NIX? pwunnn
NRXN1 X7 K'NENTNA Clean 2IMD' IX ,NAITT NIRYMPTA KINY NAUNIN NNIRA 17'K2 DIRXINN (1702
IN'Y DYV 12170 R NITD

AIN9D 7V NXN7 NIYXAN YYD 7200 N0 1ARYT IN DINTANN 'Y IX7 11010 VI NP0
122N NN 1207 K7W Ymin .nnro7 Ty N¥RAZA5'wn' NX'N7n DIV DNTIAY DX N0 K7W Threads .Stop-n
TX7 K¥N1n Monitoring Results.txt 3477 qO01N' NIRXINN 1702 YT NN*AoN N .2WI9 Thread W' AWND

.NAMDN 197 NI KIN D' 1'R DT YAl NN .executable-n yalp

[N NIENYNNT NIRXINN N1AN .6
Threat Intelligence-n NNIEN DNN 2ND" V1IN AT D¥PZN NTAY NYWPN AN'KR 1P N2IMD 7D 1Ay ,Imxd
"y NI NNNITY [P NN 75 11y 1010 AT WIN'Y AWyl DN NNIARN NN DRI NIK INTY
.NTAY7 NINN QPYIN DI'RN NN IR 1WN7 W' NINSD7 TNR I

,nyn nxxm 1 M(Virtual LAN) VLAN-7 2" n2'RWIETRIXD IR IT DANDY KTIZ W' WK
W' TNNN .11 D7YNNYT W' ,nTnyn NRXN] 12 VLAN-7 DD DX NAINDN DX .InW'7D VLAN-7 NO'"'w IT DN

VLAN-7 1"wn Ethernet 112'N '0197 KNAIT NIXYYT [N NIXAN NINNA .NOWAN )'70nNa 'wnn?
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nvnai'ntos

MEn RN 'one

Ty |"OND
bgu.acil 12nY nrowso DNS noro
Realtek PCle FE Family Controller R0
34-E6-D7-BA-1D-1C N9 Nand
12 |'nT DHCP
132.72.224.198 IPvd mauno
233.235.252.0  IPv4d Jw nilwn nwn no'on
Wednesday, April 3, 2019 23:01:55 AN DTN e
Saturday, April 6, 2019 0%:28:17 AT DN | SRIn
13272227254 IPvd 5w 9Tnn mma e
132.72.227.251 1Pv4 7w DHCP nmw
132.72.140.46 1P 5w DNS M
132.72.140.45
132721374 1Pvd 7 WINS mw
132721372
Bl |'0T Tepip 9y NetBIOS
feB0:add7:719:afb®1623%3  wwpa ninipn IPve nauno
IPv6 9w 9TND M2 WY
IPv6 7w DNS N

aplris]

X NRIYRY DXPITIR DN NI ANAIT D2UNDN nn%T elligence-n NiNipn 190N
DI'0Q NDVNN D PN NIT7 [N ,0MY IR TRR N "'y g DX .NINN qPWIN DI'RN N7 naIwn
[VAID 7w I 7y TN oynd yaax N nngm 3 My AT NMDN DI'R Qpwa X7W AN )7nnn
JMITT NNNIT RN N2 NYR 7Y waTal, Threat In ence-n NNIPN 7751 NAIMDN NX WoN7 W' .0yl
INXYT WOTI KIN DRD 0'7NN71 DI'RD NN n<®a 20" 2 KD wnnwnn 'y yTnan 77 719w KRG

2NN DY WpNnn )'70nn DX

NIITT NN DY YWYPNNn 1'I7n.n AIN'X V4
XIN ,NMITT X' MW 9"UY 1P NAIMD DY WWPNNN N¥pn DT 70N MNKY 070N wnnwnnl nTna
TINKR AT NI9XY? WORN AT *73 .Microsoft 7w 'Process Monitor n121mn NIy¥nXa NRT NIWYY? 712!

JIIWPENNL Registry-n ,0'¥apn NdWN? mMiwpn 070N 7w ni'yoa

=) Process Monitor - C:\Program Files\Procmonl“test.xmi”.PML = B
File Edit Event Fiiter Tools Options Help

IBEIXBEvAS Blax#6oam

Tme of Day  Process Name PID Operation Path Resut Detail -

14:58:33.0006324 @ WavesSvcbt exs 6160 gReglloseKey HKLM\SOFTWARE Waves Audio\Maod/sice\General SUCCESS
14:59:33.0006650 6160 #RegQuenskey  HKLM SUCCESS Query: Hande Tags, Handle Tags: B
14:53.33.0007121 6160 RegOpenkey HKLM\SOFTWAREWaves Audio\Maodhudo' General SUCCESS Desired Access: Maxmum Alowed, ¢
14:59.33 0007628 6160 g HKLM\SOFTY 085UCCE Type: REG_BINARY, Lengih 8. Dat
16:58.33.0009542 QY 6160 #{RegClosekey HKLM\SOFTWARE Waves Audio\Maxciudo\General SUCCESS
14:5:33 0009953 6160 @RegQuenkey  HKLM SUCCESS Query: HandisTags, Handle Tags: B¢
14:5:33.0010520 6160 #RegOpenkey HKLM\SOFTWAREWaves Audio\Maxoice'\General SUCCESS Desired Accsss: Masimum Alowed, ¢
14:53.33.0011003 6160 gt HKLM\SOFTWARE' 1... SUCCESS Type: REG_BINARY, Length: 3. Dat
14:58:33.0011541 6160 g RegClosekey HKLM\SOFTWARE Waves Audio\Maxcd/oice\General SUCCESS
14:58.33.0041263 5 MsMpEng exe 76 B UnlodcFieSinge  C:\ProgramData \Microsoft\Windoms Defender\Scans'mpengine... SUCCESS Offset: 124, Length: 1
14:58:33.0043014 T1MsMpEng.exe 75 Bl LockFie CA\ProgramData\Microsoft\Windoms DefenderScans'mpengine... SUCCESS Exclusive: False, Offset: 12, Length
14:59:33.0043065 L C:\ProgramD: s pengine... SUCCESS Offset: 124, Length: 1
14:59.33.0044445 B LockFie CA\ProgremData \Microsoft\Windons Defenden\Scans'mpengne... SUCCESS Bxclusive: False, Offset: 122, Length
14:59.33 0044813 CA\ProgramData \Microsoft\Windoms Defender\Scans'mpengine... SUCCESS Exclusive: True, Offset: 120, Lengih
14:5:33 0055862 C:\ProgramData\Microseft\Windows Defender\Soans'mpengine .. SUCCESS Offset: 2,789,296, Length: 4,096
14:5:33 0056785 U de  CA\ProgramD: pengine... SUCCESS Ofiset: 120, Length: 1
1453.33.0057172 BhUnlockFieSingle  C:\ProgramData\Microsot\Windaws Defender\Scans\mpengine... SUCCESS Offset: 124, Length: 1
14:58.33.0075411 76 B LockFie CA\ProgramData\Microsoft\Windons Defenden\Scans mpengine .. SUCCESS Exclusive: False, Offset: 122, Length
14:58.33 0076069 76 B\ ReadFie C2\ProgramData \Microsoft\Windons Defender\Scans'mpengine .. SUCCESS Offset: 2,793,416, Length: 4,096
14:5:33 0076969 75 B\ ReadFie C:\ProgramData\Microseft\Windows Defender\Soans\mpengine .. SUCCESS Offset: 1,314,816, Length: 4,096
14:5.33.0078110 BhReadFie C:\ProgramData\Microsoft\Windons Defender\Scans'mpengine... SUCCESS Offset: 1,318,912, Length: 4,096
14:5.33 0104904 76 BhUnlockFieSinge  C:\ProgramData \Microsoft\Windoms Defender\Scans'mpengine... SUCCESS Offset: 124, Length: 1
14:59.33 0105785 Bl LockFie C:\ProgramData \Microsoft\Windos Defenden\Scans'mpengine... SUCCESS Exclusive: False, Offset: 12, Length
1£:58.330106341 1 MsMpEng exe 75 B\ UrlockFieSinge  C-\ProgramData Microsoft \Windows Defender\Soans'mpengine... SUCCESS Offset: 126, Length: 1
1458330106751 T1MsMpEng.exe 75 Bl LockFie CA\ProgramData\Microsoft\Windoms DefenderScans'mpengine... SUCCESS Exclusive: False, Offst: 124, Length
14:58:33.0107090 57MsMpEng e BhLockFie CA\ProgramData\Microsoft\Windons Defender\Scans'mpengine... SUCCESS Exclusive: True, Ofset: 120, Lengih:
14:58.330114316 57 MsMpEng oxe B\ ReadFie CA\ProgremData \Microsoft\Windons Defenden\Scans'mpengne... SUCCESS Offset: 2,789,296, Length: 4,096
1458330115101 T MsMpEng exe UnlockFieSingle  C:\ProgramDatz \Micosoft\Windows Defender\Scans\mpengine... SUCCESS Offset: 120, Length: 1
14:58:33.0115451 T1MsMpEng.exe Ir C:\ProgramD: V SUCCESS Offset: 124, Length: 1
14:58:33.0170996 [ Explorer.EXE B NolifyChange Direct..C:\Program Fies\Procmon Fiter: FILE_NOTIFY_CHANGE_FILE
14:55:33 0609316 " ServiceHub SettngsHostexe 4752 & Thread Ext SUCCESS Thvead D: 8016, User Time: 0.00001 v

< >

Showing 12,804 of 50,420 events (25%) Backed by C:\Program Files\Procmon) test xmi’ PML
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NIOXY7 U DN INKY7 ."NNIN 2¥N"1 NRYN NXPN NTAY YUK NIYY 19017 *7D0 DX 7'von’ vt

2V niynax¥nn nMivn DX YNK7 W' .Show Network Activity XIN T'N'N NAIXNN 200 TWNRD NIRXINA

AYpnnn ']"mnn NN WNXRY |1 NIt [P-N NaINd oy NMIYpn

| gt B\ 2

) Operation! Show Network Activity |

wnn? nin'wni oy .8

Threat -0 'NN'YA DUY'RN "NIRNIAYN 7 DI'D N1ANN 70 7w 1pnn T2 win'y nwyl Dna AP keys-n
D'YI9'N ¥ 722m 190107 D'NN'WNN 7702 0'72am 17X 0''N1'N NINNSNA L9012 .011wn Intelligence
12030 WI'ww |XON .Premium ‘110 WAIT 722mM-"N"%72 0'WI9'N 19001, TAX DI' |WNAI NNX NPT JWna

N'2' ,NXP NITAY 7¢ 21 19002 IR N2 NMIIYEN NI7'WO N7V DY ATAYA YXAN' DX ,N'NDIN INNIXN
NN'YNI L|JNNON "0 M"Y AWONRNN X7 NNIPNRN DNIRP WINMIR NNWONI ,API keys-nn 720 nn'onY
,NTI WNTY 12 NN 757 19W APL key-n NIX |'T" WNNWNRNQ TGN (170 Y7227 9'0In7 KIN ,wnn? NYoN

AN MK WANWRYT 710 A 70 PN APl key [T1IF YWRD I

N1ANN 7D NNATN 9

[VAID 7¢ Sample NX'¥N D' DTVARIDINI [I'YVIN NYXN 7N0N2 ANDIY 9D ,MIPNAN 11NN
N'781071 MPNA NN, Threatatelligence NNizn ™y N2ITT NYTamN [P N2Md oy MIYPN 0'nn
DNXINI D''RNN Samples INK "YI9'NA ."700 ™Y MIYPNN 1N'T TIVNIERIN DA Y NN 7D TUKRD
1IN YIN 12T .DNXN DX 1'0901 1T NIdN 1IN 0¥ DI'NY IN'T D710 D2 'M77N1 NY7RI0TYN NIdNA
250 N7 X DTN XY

370N 'Y nYx¥annn NAITT P N2IMD R MIYWEN ANt *700 T¥D NRT 701 0T Nan-7%y
NIITTN NAMdN 78 CMD-N NIY¥NXA Ping requests IN7W1 [ATN ININ2 TWUXD INIX 'N¥IN ,AUNN]

2250 "V IT MIYEN YW pnam 1nT nika? [N nxan namna 1%1198.54.117.200
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[ Malware Network Activity Detector = =

Corfiguration

Select a network adapter: | Wi-Fi v

Select threat inteligince sources: [¥] AbuselPDB (V] AlenVault OTX [¥] Hybrid Analysis [V] IBM X-Force Exchange (V] MalcOde
[¥] Open Threat Inteligence  [¥] Ransomware Tracker [¥] REScure [¥] ThreatMiner [¥] URLhaus
VirusTotal ZeuS Tracker

Status
Start

Active threads: 0

Results of a scan that took place at: 29/06/19 14:57:24 ~
Used threat intelligence sources: AbuselPDB, AlienVault OTX, Hybrid Analysis, IBM X-Force Exchange, Malclde, Open Threat Inteligence, Ransomware Tracker,
REScure, ThreatMiner, URLhaus, ViusTotal, ZeuS Tracker

192.168.1.1 - Clean

3516216113 - Clean
239255255250 - Clean
1043175222 - Found as malicious by AbuselPDB, Hybrid Analysis
1042720388 - Found as maiicious by IBM X-Force Exchange
104251775 - Found as malicious by Hybrid Analysis
104178418 - Found s malicious by Hybrid Analysis
104221377 - Found as malicious by Hybrid Analysis
15110111449 - Found as malicious by Hybrid Analysis

E 17221721200 - Clean
17221722100 - Clean
547765213 - Clean
198.54.117.200 - Found as malicious by AbuselPDB, AlienVauit OTX, Hybrid Analysis, IBM X-Force Exchange. Zeu$ Tracker

oft Windows [Uersion 6.3.96801
Mi £t Corp on. All rights reserved.

ng 198.54.117.200

0 with 32 hy

117 )t
Reply from 198.54.117.208: hyte

14:58
*29/06/19
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